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Abstract 
 

As VoIP technology becomes more widely deployed due 

to its economical advantage over traditional PSTN 

services, VoIP servers and clients will become 

attractive targets of Denial of Service (DoS) attacks. 

This paper proposes a method to detect DoS attacks 

that involve flooding SIP entities with illegitimate SIP 

messages. We modify the original finite-state machines 

for SIP transactions in such a way that transaction 

anomalies can be detected in a stateful manner.  We 

also propose to use four threshold parameters to 

confirm an attack.  

1. Introduction     

Denial of service (DoS) attacks is one of the most 

alarming threats on the Internet.  A DoS attack attempts 

to render a particular network node unavailable by 

flooding it with illegitimate packets, usurping its 

bandwidth and/or overtaxing its node resources.  A 

specific DoS attack called DDoS (distributed denial of 

service) attack utilizes multiple compromised network 

hosts to conduct a coordinated DoS attack in order to 

amplify its effect.  We use both terms (DoS and DDoS) 

interchangeably in this paper.   

While most common targets of DoS attacks today 

are web servers, VoIP entities (server and clients) are 

likely to be attractive targets as VoIP technology 

becomes more widely deployed due to its economical 

advantages over traditional PSTN services.  Two major 

protocols used to provide VoIP services are H.323 [1] 

and SIP [2].  H.323 is the standard of International 

Telecommunication Union (ITU) while SIP is proposed 

by Internet Engineer Task Force (IETF).    

This paper focuses on detecting DoS attacks upon 

SIP-based VoIP services.  In Section 2, we introduce 

most known possible DoS attacks on SIP systems.  

Then we describe a number of related works in Section 

3 and our proposed system in Section 4. Finally, we 

conclude this paper in Section 5. 

2. Possible DoS Attacks on SIP Systems 

SIP creates a number of potential opportunities for 

DoS attacks since SIP entities open themselves to the 

public Internet in order to receive requests from 

worldwide IP hosts.  There are many different ways to 

carry out DoS attacks on SIP systems.  Based on a VoIP 

threat taxonomy compiled by VOIPSA [3], this paper 

categorizes DoS attacks in a similar manner into the 

following groups: network bandwidth attack, 

OS/firmware attack and SIP-specific attack.   

A network bandwidth DoS attack simply floods a 

target with a large amount of random packets in an 

attempt to congest its network bandwidth.  An 

OS/firmware DoS attempts to crash a target by 

exploiting some specific underlying  OS/firmware 

vulnerability.  It can also exhaust the target by over-

consuming OS/firmware resources, such as CPU and 

memory.  Both network bandwidth DoS and 

OS/firmware DoS attacks have been well recognized 

and extensively addressed by existing works 

[12][13][14]. 

We are particularly interested in SIP-specific DoS 

attacks since they have not yet been adequately 

addressed.  The following subsections describe DoS 

attacks that are specific to SIP. 

2.1 Legitimate Message Flooding 

This type of attack requires the attacker to have a 

legitimate account with a SIP server.  After logging in, 

the attacker may continuously request for a SIP service 

(e.g. VoIP call or directory service) from a target.  The 

requests would be processed normally as they are 

legitimate, but the target may appear busy all the time to 

other clients.  This effectively creates a denial of 

service.  However, the attacker may risk giving away 

his identity as such attack can be easily traced to its 

origin. 

2.2 Invalid Message Flooding 

This type of attack does not require the attacker to be 
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properly authenticated by SIP servers.  The attacker can 

overwhelm the target by directly sending a large 

number of invalid SIP messages.  Some common 

examples include sending invalid call setup requests, 

flooding with random SIP messages or tricking a target 

into setting up a large number of transactions.  Such 

strategies may cause the target SIP node to crash or 

exhaust its resources. 

2.3 Distributed Reflection DoS (DRDoS) 

Distributed Reflection DoS (DRDoS) [4] has been 

observed on the Internet for some time.  A SIP-specific 

DRDoS is possible by generating fake SIP requests that 

contain a spoofed source IP address and a spoofed via 

header field, both of which falsely identify a target host 

as the sender of the request.  By sending such requests 

to a large number of SIP network nodes found on the 

Internet, the receiving nodes (sometimes called 

springboard nodes) would unknowingly correspond to 

the target host.  If the target host ignores these invalid 

replies, the springboard nodes may keep retransmitting 

packets to the target host, and thus would amplify the 

traffic flows directed to the target host and interrupt its 

services. 

2.4 Malformed Messages 

Implementation flaws of SIP systems also create 

opportunities for DoS attacks.  A large number of 

systems are found to be vulnerable to malformed SIP 

messages [5].  Such DoS attacks, however, can only 

target specific implementations or products.  The 

vulnerabilities may be fixed through software patches 

as soon as they are found.  

2.5 Spoofed Messages 

It is possible to interrupt a SIP session by sending 

spoofed messages to the participating entities.  For 

example, an existing call session may be torn down by 

sending one of the communicating user agents a 

spoofed BYE message with correct session information.  

Alternatively, an attacker may hijack a media session by 

spoofing a redirect message to the target entity. 

 

A comprehensive list of other possible SIP-specific DoS 

attacks may be found on the VOIPSA website [3]. 

3. Related Works 

PROTOS project [6] provides a security test suite for 

SIP products.  The test suite utilizes a popular black box 

testing technique called fuzz testing.  It works by 

generating an exhaustive list of predefined malformed 

messages (as described in Section 2.4) against a SIP 

server or client to test if the subject is able to endure 

and handle these messages.  Codenomicon [7], the 

sponsor of PROTOS, offers a commercial version of the 

suite with more robust features and comprehensive test 

cases. 

Geneiatakis [8] proposes a framework for detecting 

malformed SIP messages.  The basic idea is to add a set 

to rules to IDS (Intrusion Detection System) that 

verifies if each incoming SIP message is grammatically 

correct according to the RFC specification.  All 

malformed messages should be discarded before they 

reach the destination. 

Truong [9] proposes a specification-based 

intrusion detection system for H.323-based VoIP.  

The work attempts to detect illegitimate RAS 

(Registration, Admission and Status) messages being 

forwarded to a H.323 gatekeeper. The system works 

by running a finite-state machine to detect 

unexpected messages.  Although the system targets 

on a different VoIP protocol, it shares a number of 

assumptions with our work. 

Wu [10] proposes an abstract intrusion detection 

framework called SCIDIVE for VoIP systems in 

general.  The system is composed of two detection 

abstractions: stateful detection and cross-protocol 

detection.  Stateful detection determines the current 

state of a subject from multiple packets involved in 

the same session and detects anomaly using a rule-

matching engine. Cross-protocol detection considers 

the fact that most VoIP systems use two classes of 

protocols: call management protocols (e.g. SIP, 

H.323) and media delivery protocols (e.g. RTP).  The 

basic idea of cross-protocol detection is to inspect 

anomalies such as inconsistency (e.g. caused by a 

billing fraud) between two different protocols 

involved in the same VoIP session.  However, the 

paper emphasizes the overall framework and 

provides only a small number of detection rules, such 

as detecting orphan RTP flow and verifying IP source 

address.  Our paper may complement their work as 

we focus on how we should formulate rules for 

stateful detection on SIP. 

4. Proposed System 

Our proposed system of detecting SIP-specific DoS 

attacks utilizes finite machines built in the SIP 

transaction layer.  In this section, we first introduce SIP 
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transaction layer briefly and then describe the proposed 

method in detail. 

4.1 SIP Transaction Layer 

In order to ensure reliable message exchanges between 

different SIP components, SIP defines an extra layer 

called transaction layer that resides between transport 

layer and SIP applications (Transaction User).  This 

layer handles acknowledgment and retransmission of 

messages.  By separating transaction mechanism into a 

different layer, developers are able to create SIP 

applications with the low-level operations hidden from 

them.  The transaction layer is illustrated in Figure 1. 

 

 
Fig.  1. Transaction Layer 

 

There are two types of transactions: client transaction 

(CT), created when a request is sent, and server 

transaction (ST), created when a request is received.  In 

a VoIP system, a caller would create a client transaction 

while a callee would create a server transaction.  A 

stateful proxy would have both client and server 

transaction in order to relay messages between the 

caller and the callee.  As far as SIP transactions are 

concerned, stateless proxies create neither transaction 

and are effectively transparent.  Each type of transaction 

handles requests in two different ways, depending on 

whether the request method is INVITE or not.  They are 

summarized in Table 1. 

 
Table 1. Types of SIP Transactions 

Type Request Description 

INVITE Created when an INVITE 

request is sent 

CT 

Non-INVITE Created when a non-

INVITE request is sent 

INVITE Created when an INVITE 

request is received 

ST 

Non-INVITE Created when a non-

INVITE request is received 

 

4.2 Detecting Transaction Anomalies   

RFC3261 defines a finite state machine (FSM) for 

each of the four transactions described in Table 1.  Our 

system modifies these FSMs in a way that anomaly can 

be detected. 

 

SIP packet arrived

Create a new entry to 

state table

New session ID?

Error count

Ｙ Request?

NＮ

Update state table

Error?

Ｙ

Ｎ

Count > Threshold?

Attack detected

Ｙ

Ｎ

Y

 
 

Fig.  2. Overall detection logic 

 

The overall detection logic is illustrated in the 

flowchart in Figure 2.  When a new SIP message is 

received, we first determine whether the message 

belongs to an existing session.  For each new request 

arrived, the detection system adds a new entry to a state 

table (illustrated in Table 2) created for each SIP entity 

being monitored.  The system first records the session 

ID (the branch parameter in the top Via header field) in 

the table, determines the type of transaction that this 

new message initiates, and enters the initial state of the 

transaction.  We will explain this in more detail shortly.  

If a SIP message with an ID of an ongoing session 

arrives, the state table is updated to reflect the input of 

this message.  If a response message with an unknown 

session ID is received, our system increments its 

internal error counter.  

 
Table 2. State Table 

Session  

ID 

Type Current  

State 

Error  

Count 

aaa INVITE ST Proceeding 0 

bbb INVITE CT Calling 0 

ccc Non-INVITE ST Trying 0 

ddd Non-INVITE ST Completed 0 
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Each entry in the state table is updated using our 

modified FSMs for SIP transactions. We convert each 

original FSM defined in RFC3261 into an acceptor 

FSM [11].  Figure 3 shows our version of FSM for 

INVITE client transaction. 

 

Calling

Proceeding

Completed

Terminated

INVITEOUT

SIN OR

Timer B OR

Transport error

SIN

IIN

EIN AND

ACKOUT

Timer D OR transport error

Error

(Rq Rs\E)IN

Entry created

Error count 

generated

Error count 

generated
(Rq Rs)IN

INVITEOUT

IIN

EIN AND 

ACKOUT

 
 
Fig.  3. INVITE Client Transaction 

 

The FSM can be denoted as a quintuple <Σ, S, s0, δ, F>, 

where:  

• Σ is the input, which includes timer events and SIP 

messages sent and received.  An outgoing message 

and an incoming message are always considered as 

different inputs, even if the message contents are 

identical. SIP messages are denoted as in Table 2.  

A subscript is used to indicate whether a message 

is incoming or outgoing.  For example, EIN denotes 

an incoming error response (300~699). 

 

Table 3.  Sets of SIP messages 

Sets Elements 

Rq All request messages 

Rs All response messages 

I Informational responses (1xx) 

S Success response (2xx) 

E Error responses (300~699) 

 

• S = {Idle, Calling, Proceeding, Completed, 

Terminated, Error}.  In our modified FSM, we 

have added the “Idle” and “Error” states. 

• s0 = Idle 

• δ is the state transition function: δ: S x Σ → S.  In 

our modified FSM, we have added the following 

state transition functions 

- δ(Calling, (Rq ∪ Rs)IN )=Error 

- δ(Completed, (Rq ∪ Rs \ E)IN)= Error 

• F=Terminated 

 

The FSM is modified such that if an unexpected 

incoming message is received, the modified finite 

machine would enter the “error” state and increment the 

error counter.   

When an instance of any FSM reaches the 

“terminated” state, its entry in the state table is 

destroyed.   

 

 
 

Fig.  4. INVITE Server Transaction 

 

We modify the FSM for INVITE server transaction 

in a similar manner.  The major modifications include 

the addition of the following transition functions  

- δ(Proceeding, (Rq ∪ Rs \ {INVITE})IN)=Error 

- δ(Completed, (Rq ∪ Rs \ {INVITE})IN)=Error 

- δ(Confirmed, (Rq ∪ Rs \ {ACK})IN)=Error 

The modified FSM for INVITE ST is illustrated in 

Figure 4. 
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Fig.  5. Non-INVITE Client Transaction 

 

 
Fig.  6. Non-INVITE Server Transaction 

 

The modified FSM for non-INVITE CT is 

illustrated in Figure 5.  The major additions of 

transaction functions include the following:  

- δ(Trying, (Rq ∪ Rs)IN)=Error 

- δ(Proceeding, (Rq ∪ Rs\I)IN)=Error 

- δ(Completed, (Rq ∪ Rs)IN)=Error 

The modified FSM for non-INVITE CT is 

illustrated in Figure 6.  The major additions of 

transaction functions include the following:  

- δ(Trying, (Rq ∪ Rs)IN)=Error 

- δ(Proceeding, (Rs ∪ {INVITE})IN)=Error 

- δ(Completed, (Rs ∪ {INVITE})IN)=Error 

A state change in any SIP transaction above is 

triggered (or indicated) by packets sent or received, or 

by an internal timer.  Therefore, it is possible to infer 

the internal state of a given transaction by monitoring 

all incoming and outgoing packets and by knowing the 

timer values (Timer A~K).  This allows us to detect 

anomalies from a separate process of the same SIP node 

or from an external network node, such as stateful 

firewall or IDS, that is capable of monitoring all 

incoming and outgoing packets of the SIP node to be 

observed.  The detection system is able to speculate 

protocol errors that take place inside a SIP transaction. 

 

4.3 Detecting Attacks using Thresholds 

We propose to detect a DoS attack using four threshold 

parameters: UTE, UAE, UT/N and UP/T.  If any of the 

threshold value is reached, we let our detection system 

raise an alarm.  The following describes each of them in 

detail. 

UTE is an upper bound on the number of allowed 

transaction error per second.  Frequent occurrences of 

unexpected incoming messages are a strong indication 

of an attack.  Each occurrence triggers a transaction 

error in our modified FSMs described in Section 4.2.   

UAE is an upper bound on the number of allowed 

SIP application error per second.  Such errors occur 

when invalid messages are received.  A SIP application 

would normally reply with a response message with a 

status code ranging from 300 to 699.  UAE is simply 

the maximum number of 300~699 messages that can be 

tolerated per second. 

UT/N is an upper bound on the number of allowed 

transactions per node.  An attacker may, for example, 

flood a target with a large number of INVITE messages, 

each of which is assigned a new branch value.  An 

unsuspecting SIP node may keep creating new INVITE 

server transaction for each incoming INVITE message 

until the node resources are exhausted.  UT/N is used to 

detect such phenomena. 

UP/T is an upper bound on the number of allowed 

packet rate (in terms of pps) per transaction.  It is 

possible to flood a target with a large number of valid 

messages that do not cause any transaction nor 

application error.  For example, one may flood a target 

with information responses (1xx) while the target has a 

client transaction in the Proceeding state.  UP/T is used 
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to detect such phenomena.  

Each SIP node may have a different set of optimal 

threshold values.  Administrators may use historical 

data to look for threshold values that minimize both 

false positive and false negative results.   

4.4 Strengths and Limitations of Our System 

Our system is particularly effective in detecting 

invalid message flooding described in Section 2.2 and 

DRDoS attacks described in Section 2.3, as both types 

of attack cause errors in transaction and application 

layers in the target host.  It is also somewhat effective in 

detecting legitimate message flooding in Section 2.1, 

provided that the rate of messages exceeds one of our 

thresholds. 

Also our system can be implemented as an external 

program or network node, and therefore can work with 

most existing SIP applications.  Our system does not 

require modification of existing SIP software. 

Attacks that use malformed messages and spoofed 

messages described in Section 2.4 and Section 2.5 are 

out of the scope of our work.  Some of these attacks 

have been addressed in the related works. 

5. Conclusion 

We have proposed a method for detecting incoming SIP 

messages unexpected by a SIP node.  By counting the 

number of such occurrences and a number of other 

anomalies, we are able to further confirm a DoS attack.  

Our proposed method is able to detect anomalies in a 

separate process or node.  This allows us to implement 

a detection system as an external entity, such as a 

stateful firewall, that can concurrently monitor multiple 

SIP entities.  

As for our future work, we are going to build a 

prototype to test the concept.  We also need to address 

synchronization problems that may occur when the state 

of a SIP node and the state inferred by a detection 

system are out of sync.  This can happen if packet is 

lost on one but not the other. 
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