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ACCEPTED FROM OPEN CALL

INTRODUCTION

Local networks are interconnected through a
large number of static devices including routers,
firewalls, and Network Address Translation
devices (NATs). With the deployment of voice
over IP (VoIP) applications, firewalls and NATs
start to cause many problems as they only oper-
ate with traffic that can be expressed as a static
set of rules. The problems stem from the dynam-
ic behavior of VoIP protocols. VoIP protocols
negotiate the ports they are going to use during
session initiation, which makes it impossible to
create a set of predefined static filters to match
each session. In many scenarios, these problems
result in communication failures.

Several solutions have been proposed to
resolve these problems. Unfortunately, all these
solutions have limits and drawbacks, which
makes their use either not possible or not suffi-
cient to resolve all forms of traversal problems.

We present here an original VoIP solution
that resolves these problems. Contrary to all
proposed approaches that put user agents or
middle boxes in charge of resolving NAT/firewall
problems, our solution puts the Session Initia-
tion Protocol (SIP) registrar and proxy server in
charge of this task. The advantage of this
approach is that it is endpoint-independent,
which means it allows all user agents, including
those who do not have the capabilities to deal
with NATs/firewalls, to bypass them.

The remainder of the article is organized
as follows. In the next section we explain NAT

and firewall functions, and describe the differ-
ent types of NATs currently in use. In the
third section we introduce SIP [1], the major
VoIP signaling protocol, and describe private
and public VoIP deployment scenarios. In the
fourth section we illustrate VoIP firewall and
NAT traversal issues. In the fifth section we
survey the mechanisms that have been pro-
posed for VoIP NAT/firewall traversal and
discuss their efficiency. In the sixth section we
describe our experience with NATs/firewalls
and illustrate the approach we have used to
resolve the problems they cause to VoIP
applications. The seventh section is the con-
clusion.

FIREWALLS AND NATS
A firewall is a security agent that protects a pri-
vate network from the public network to which it
is connected. Basically, it allows packets from
the private network to reach the public network
and prevents packets from the public network
from reaching the private network when they are
not associated with a connection that was initiat-
ed from the private network. Firewalls open a
port for each connection demand received from
the private network. They close TCP ports after
receiving the acknowledgment of the FIN seg-
ment indicating that the two peers have agreed
to shut the session down, and they close UDP
ports when they are not used for a certain
amount of time.

A NAT is an entity that maps a set of IP
addresses to another set of IP addresses. The
most common use of NATs is to share one pub-
licly accessible IP address, such as the IP address
of a home router, among several computers,
allowing multiple machines to connect to the
Internet using a single public IP address.

Firewall and NAT functions are generally
handled by the same device located at the edge
of a private network. In this article we assume
that this is always the case and will refer to this
device as a NAT/F.

There are four types of NAT/Fs: full cone
(FC), restricted cone (RC), port restricted cone
(PRC), and symmetric NAT/F (S) [2]. To under-
stand the difference between these four types, let
us suppose that a host S behind a NAT/F N sends
a packet to a host D at the public network. Sup-
pose also that the packet source address is SIp,
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the source port is Sp, the destination address is
DIp, and the destination port is Dp, and that the
NAT translates SIp to NIp and Sp to Np. In other
words, host D will see that the packet was sent
from source address NIp and source port Np.
• If N is an FC NAT/F, any incoming packet

from any public address destined for
{NIp:Np} is forwarded to {SIp:Sp}.

• If N is an RC NAT/F, only incoming pack-
ets from IP address DIp and destined for
{NIp:Np} are forwarded to {SIp:Sp}. If S
sends another packet from the same port Sp
to another destination {HIp:Hp}, packets
from HIp will also be forwarded to {SIp:Sp}
(Fig. 1a).

• If N is a PRC NAT/F, only incoming pack-
ets from IP address DIp and port Dp des-
tined for {NIp:Np} are forwarded to
{SIp:Sp}. If S sends another packet from the
same port Sp to another destination
{HIp:Hp}, packets from {HIp:Hp} will also
be forwarded to {SIp:Sp} (Fig. 1b).

• If N is an S NAT/F, only incoming packets
from {DIp:Dp} destined for {NIp:Np} are
forwarded to {SIp:Sp}. If S sends another
packet from the same port Sp to another
destination {HIp:Hp}, N will map it to
another port Np′ different from Np, and
packets from HIp and port Hp must be des-
tined for {NIp:Np ′} to be forwarded to
{SIp:Sp} (Fig. 1c).
It is clear that of the four flavors the S NAT/F

is the most secure as it bases its mapping on the
source and destination of the packet. For this
reason, most NAT/Fs currently in use are sym-
metric.

SIP PROTOCOL AND VOIP
DEPLOYMENT SCENARIOS

SIP is the most used VoIP signaling protocol in
the current Internet. SIP defines three types of
entities: user agents, registrars, and proxy
servers. User agents are VoIP endpoints, regis-
trars are location servers that keep track of
users’ locations, and proxy servers are applica-
tion-layer routers that forward SIP requests and
responses. Figure 2 shows an example of a SIP
INVITE request that a user agent sends to initi-
ate a call. Reference [1] provides detailed infor-
mation on how SIP works.

SIP uses the Session Description Protocol
(SDP) [3] to describe multimedia sessions and
the Real Time Protocol (RTP) [4] for media
transport between endpoints. SDP is carried by
SIP messages (SDP starts at line 17 of Fig. 2),
and RTP is a standalone protocol.

Figures 3 and 4 show the two possible deploy-
ment scenarios of SIP registrar/proxy servers. In
the scenario of Fig. 3, the server is running in a
private network and is separated by a NAT/F
from the public Internet. This is the typical resi-
dential and enterprise deployment scenario.

In the scenario of Fig. 4, the server is running
in a public network. This scenario is usually used
by Internet telephony service providers (ITSPs)
to avoid NAT/F complications and facilitate
users’ access to the service.

In both scenarios the registrar server can be
solicited from both private and public networks.
In addition, the proxy server can be asked to for-
ward requests and responses to private networks
and/or public networks.

VOIP NAT AND
FIREWALL PROBLEMS

SIP registrations are based on unsolicited incom-
ing REGISTER requests to the registrar server.
SIP sessions are based on unsolicited INVITE
requests to the proxy server and user agents. In
both cases firewalls always block these requests
when they come from outside the private net-
work, and most network administrators are
reluctant to change this policy because of the
serious security risks involved.

User agents behind NAT/Fs can easily initi-
ate outbound connections. However, it is more
difficult for them to receive incoming calls,
because internal addresses are not reachablen Figure 1. Types of NAT/F: a) restricted cone; b) port restricted; c) symmetric.
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from the public network. Moreover, agents situ-
ated on private networks convey their media
connectivity and capability through private ports
and IP addresses. Subsequently, without any
modification of the media information sent to
the agent(s) outside the private network, media
communication is lost due to the above-men-
tioned comment on private and public networks.

In the following subsections we give more
insight into these problems based on the two
examples of Figs. 3 and 4.

REGISTER ISSUE
In the private scenario of Fig. 3, as the REGIS-
TER requests of UA3, UA4, and UA5 are sent
from the public network, NAT/F 1 blocks them,
which means they will not be able to reach the
SIP registrar/proxy server.

In the public scenario of Fig. 2, UA1, UA2,
and UA5 send their private IP addresses in their
Contact (line 6 of Fig. 2) and Via (line 2 of Fig. 2)
headers of their REGISTER requests, which
means they will neither receive the response for
this request from the registrar server nor receive
other requests from the proxy server; hence, other
user agents will not be able to reach them. More-
over, even if we suppose that the registrar server
was able to solve this problem, the user agents
would be reachable only for a limited time,
because the NAT/F closes any UDP port that has
not been used for a certain amount of time.

INVITE ISSUE
In the private scenario, when UA1 sends an
INVITE request to UA4 or UA5, it puts its pri-
vate IP address in the Via header (lines 2 and 4
of Fig. 2 ). The proxy server adds to the request
a Via header and a Record-Route header (line 16
of Fig. 2) with its private IP. The Via header
tells the next hop that any response to this
request must be sent to the address in the Via,
and the Record-Route header tells the next hop
that any request within this session should pass
by this address. When UA4 receives the request,
it sends its response to the private IP address
contained in the upper Via header (the one
added by the proxy server), which means this
response will never reach UA1, preventing estab-
lishment of the session.

In both the private and public scenarios, pub-
lic user agents (UA3 and UA4) are not able to
reach private user agents (UA1, UA2, and UA5)
as the NAT/Fs block incoming connections from
outside their private networks.

MEDIA ISSUE

As the SDP of the INVITE request of Fig. 2
shows, the user agent sends the IP address and
port number where it is listening for media pack-
ets. The connection information field (c) indi-
cates the IP address to which to send the media.
The media description list and media attribute
fields (m) indicate the media listening port. User
agents in private networks, such as UA1, UA2,
and UA5 in Figs. 3 and 4, send their private IP
addresses and listening ports in their INVITE
requests. Similarly, when they are called, they
send their private parameters in the OK response
to INVITE requests. If the caller and the called
UAs are not on the same private network, media
packets do not reach their destination because
they are sent to an address that is not known.

VOIP NAT/FS
TRAVERSAL TECHNIQUES

Several solutions have been proposed to resolve
the problems described above. Some of these
solutions are presented in requests for com-

n Figure 3. Private scenario.
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nFigure 2. INVITE request.

1. INVITE sip:206@192.168.0.30:10455 SIP/2.0
2. Via: sip/2.0/UDP 192.168.0.154:5060;branch=z9hG4bKz9hG4bKf8e2c7ca
3. Via: SIP/2.0/UDP 192.168.0.24:5060
4. From: <sip:215@192.168.0.154>;tag=414d5646-ad-407469a8
5. To: <sip:206@192.168.0.154>
6. Contact:<sip:215@192.168.0.24>
7. Call-ID: 56460000-24692b04@192.168.0.24
8. Subject: sip phone call
9. CSeq: 2 INVITE
10. User-Agent: Mitel-5055-SIP-Phone 2.0.1.23 08000F0E8F3F
11. Allow: INVITE,ACK,CANCEL,BYE,OPTIONS,REFER,NOTIFY
12. Max-Forwards: 70
13. Content-Type: application/sdp
14. Content-Length: 242
15. Record-Route: <sip:192.168.0.154:5060;maddr=192.168.0.154>
16.
17. v=0
18. o=215 1095587577 1095587576 IN IP4 192.168.0.24
19. s=SIP Call
20. c=IN IP4 192.168.0.24
21. t=0 0
22. m=audio 8004 RTP/AVP 0 8 18 96
23. a=rtpmap:0 PCMU/8000
24. a=rtpmap:8 PCMA/8000
25. a=rtpmap:18 G729/8000
26. a=rtpmap:96 telephone-event/8000
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ments (RFCs) and drafts proposed by the Inter-
net Engineering Task Force (IETF). The others
are proprietary solutions that some VoIP solu-
tion providers have developed to serve their cus-
tomers. In this section we review the best known
of these solutions.

APPLICATION LAYER GATEWAYS, MIDCOM,
AND SESSION BORDER CONTROLLERS

Application layer gateways (ALGs) are SIP-
aware NAT/Fs that, beyond traditional function-
alities, understand SIP and change SIP messages
to allow VoIP endpoints to communicate
through them. They parse SIP headers and SDP
bodies in order to map private IP addresses and
ports to public ones. ALGs have the advantage
of being transparent for user agents and VoIP
servers, but they have serious limitations, includ-
ing scalability and speed of deployment of new
applications.

To overcome the limitations of ALGs, the
Middlebox Communications (MIDCOM) proto-
col was proposed [5]. MIDCOM allows applica-
tion entities such as VoIP user agents and servers
to control NAT/Fs. They can obtain bindings for
private ports, and open and close public ports.
In this way NAT/Fs and applications can be sep-
arated once more, eliminating the need to devel-
op applications aware of NAT/Fs and resolving
the limitations imposed by ALG architecture.

Unfortunately, MIDCOM also has two seri-
ous limitations that prevent its use to resolve
current VoIP NAT/Fs issues. First, due to secu-
rity risks, network administrators will not accept
user applications controlling their firewalls. Sec-
ond, deploying MIDCOM requires upgrading
existing NAT/Fs and developing MIDCOM-
enabled applications, which is a long time-con-
suming process.

Session border controllers are new network
devices many VoIP solution providers propose.
There is no standard definition of this kind of
device. Some of them are simply ALGs; others
are outbound signaling and media proxies. The
outbound signaling and media proxies reside
between the local NAT/F and the public Inter-
net, and control signaling and media streams as
they enter and exit the private network. They
change SIP headers and SDP bodies, as ALGs
do, but require that some ports remain statically
open in the NAT/F to be able to access the pri-
vate network.

UNIVERSAL PLUG AND PLAY

Universal Plug and Play (UPnP) is a protocol
Microsoft has proposed for the discovery and
control of networked devices. It is based on the
same principle as MIDCOM but is prior to MID-
COM. A client can use UPnP to discover the
existence of a NAT/F device and ask it to map a
particular internal port to an external port. Basi-
cally, the client queries the NAT/F for what
mapping it should use if it wants to receive pack-
ets on port X. The NAT/F responds with its pub-
lic IP address and the public mapping of port X.
The client uses the received IP address and port
to construct its SIP messages.

VoIP applications cannot totally rely on
UPnP because many user agents and NAT/Fs do
not support it. In addition, even though it is
accepted for home applications, it is generally
rejected by enterprise network administrators
due to the security risks it poses.

SIMPLE TRAVERSAL OF
UDP THROUGH NAT

Simple Traversal of UDP through NAT (STUN)
[6], the best known and most used VoIP NAT/F
traversal solution, is a client/server protocol that
allows applications to discover the presence and
types of NAT/Fs between them and the public
Internet. It also provides the ability for applica-
tions to determine the public IP addresses allo-
cated to them by the NAT/F. The discovery is
done as follows. A STUN client sends a UDP
request to a STUN server. When the request
arrives at the server, it may have passed through
one or more NAT/Fs. As a result, the source
address of the request received by the server will
be the mapped address created by the NAT/F
closest to the server. The server copies that
source IP address and port into a response, and
sends it back to the source IP address and port
of the request. When the client receives the
response, it compares the IP address and port in
the packet with the local IP address and port it
bound to when the request was sent. If these do
not match, the client is behind one or more
NAT/Fs.

When the client detects that it is behind a
NAT/F, it does a series of tests to determine its
exact type. These tests consist of asking one or
two STUN servers to send their responses from

n Figure 4. Public scenario.
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different ports and analyzing these responses to
determine how the NAT/F has mapped each
outgoing request.

After detecting the existence and type of
the NAT/F it is behind, the client uses the
mapping that the NAT/F allocated for the
STUN server to construct its SIP messages. In
other words, the SIP client will listen on the
port on which it has sent its STUN Request
and use the public IP address and port from
which the STUN Server has received the
request to construct its SIP Contact and Via
headers, and SDP bodies.

STUN is an elegant solution that allows VoIP
to traverse Full Cone, Restricted Cone and Port
Restricted Cone NAT/Fs, but not Symmetric
NAT/Fs. Indeed, Symmetric NAT/Fs create a
different mapping for each target IP address,
which means that the mapping that was created
to reach the STUN Server cannot be used to
reach another VoIP endpoint. Unfortunately,
the majority of NAT/Fs nowadays used are Sym-
metric.

TRAVERSAL USING RELAY NAT (TURN)
Since STUN does not resolve VoIP traversal
through S NAT/Fs, Traversal Using Relay NAT
(TURN) [7] was proposed. TURN provides an
external address at a TURN server that acts as a
relay and guarantees traffic will reach the associ-
ated internal address.

A TURN client sends a TURN allocate
request to the TURN server. The TURN server
remembers the IP address and port source the
request came from, and returns a public IP
address and port in the TURN response to which
the client should ask its peer to send data. The
TURN server then waits for data on the public
port it allocated. When data is received, the
TURN server stores the IP address and port
source of the data, and forwards it to the source
of the allocate request. The TURN server then
acts as a relay between two addresses. Any data
received from the first address are forwarded to
the second address, and any data received from
the second address are forwarded to the first
one. TURN is still a proposal that, to our knowl-
edge, no VoIP supplier has adopted. Moreover,
it consumes a lot of bandwidth because, general-
ly, data is transmitted on the same link twice in
and out of the TURN server.

TURN also affects media quality by increas-
ing the end-to-end and jitter delay. Thus, this
solution should be avoided as much as possible
and used as a last resort.

INTERACTIVE CONNECTIVITY ESTABLISHMENT
The IETF has proposed the Interactive Connec-
tivity Establishment (ICE) [8] technique, a third
solution that unifies both STUN and TURN.
ICE consists, for each user agent, of finding all
the possible combinations of IP addresses/ports
that allow its media stream to traverse the
NAT/F. Once these combinations are accumulat-
ed, using STUN and TURN, they are all includ-
ed in the SDP body in the form of an ordered
list of media attributes called alts. The peer user
agent starts sending media to the first alt in the
list. A failure results in the next alt being used to
send media.

ICE is still under development and not
mature enough to be adopted by the VoIP indus-
try. Moreover, for the moment, it only addresses
the media issue and not the signaling issues. For
these reasons, we believe it will be a long time
before it is supported by user agents.

PROPRIETARY SOLUTION
The popular peer-to-peer VoIP client Skype [9]
has an important proprietary VoIP NAT/Fs
traversal solution.

Connected Skype clients form an overlay net-
work where some of the nodes with public IP
addresses are chosen to act as super nodes (SNs)
[10]. Each client keeps a list of SNs that it
refreshes permanently. At login, it tries to open
a TCP connection with one of these nodes and
keeps this connection open as long as it is con-
nected. Using the responses it receives from the
SNs, the client learns the existence and type of
NAT/F it is behind.

Call signaling is done using TCP (Skype
does not use SIP). If both users have public IP
addresses, the caller establishes a direct TCP
connection with the callee. Media packets are
directly exchanged between them using UDP.
If the caller and/or the callee are/is behind a
symmetric NAT/F, signaling and media traffic
does not flow directly between them. Instead,
the caller sends signaling information over
TCP to an SN that forwards it to the callee.
The SN also forwards voice packets from caller
to callee and vice versa. If media packets sent
over UDP do not reach their  destination,
Skype tries to send data over TCP. If TCP also
fails, it tries to send data over TCP to the two
well-known ports HTTP (80) and HTTPS
(443). Skype clients open these two ports at
startup.

A REAL-WORLD SOLUTION
VoIP systems are now used everywhere, but
NAT/F traversal techniques are far from being
supported by all endpoints. Many endpoints do
not understand STUN. Almost none of them
support TURN. UPnP is practically always
blocked by network administrators, and ICE is
still under development. Session border con-
trollers are not suitable for home users and
small companies, and the ones that are currently
commercially available are, according to our
experience, not yet stable.

Despite the aforementioned difficulties with
NAT/Fs, we had to implement a VoIP private
branch exchange (PBX) solution intended to be
deployed under the two configurations of Figs. 3
and 4, and in both cases it has to ensure the
accessibility and mobility of its users, indepen-
dent of the user agent being used. We have
redesigned the SIP registrar/proxy server and
developed an RTP relay to reach these objec-
tives. The most important feature of our
approach to resolving NAT/F issues is that it is
server-based. We do not rely on the user agents’
capabilities to deal with NAT/Fs, but put the
registrar/proxy server in charge of this task. This
has the advantage of allowing any type of user
agent, with or without NAT/F capabilities, to
work with the solution.
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OVERVIEW OF THE
NAT/F TRAVERSAL PROCEDURE

Our SIP registrar/proxy server has four features
that allow it to deal with NAT/Fs. First, it is able
to detect whether it is running in a private or
public network. It simply reads the IP address of
the machine on which it is running and com-
pares it to the range of private IP addresses
specified in RFC 1918 [11]. Second, it is able to
detect, using a STUN client we have embedded
in it, the existence and type of the NAT/F it is
behind. Third, it is able to detect that a SIP mes-
sage is coming from behind a NAT/F. It reads
the first Via header of the message and com-
pares it to the IP address source of the packet. If
they are not equal, it knows that this message is
coming from behind a NAT/F. Fourth, since
NAT/Fs close UDP ports that are not used for a
certain time, our server regularly sends SIP
OPTIONS requests to the UAs that are regis-
tered from behind NAT/Fs to keep their ports
open. The OPTIONS request is a standard SIP
request used to query a UA about its media
capabilities. Its advantage is that it does not
require the creation of a dialogue, and all the
user agents we have tested support it. Moreover,
the request is answered discretely by the user
agent without notifying the user of its arrival.

The principal steps the SIP registrar/proxy
server takes to handle NAT/F issues are the fol-
lowing:
• Detect whether it is private or public.
• If it is private, detect the public IP address

and type of NAT/F that separates it from
the public Internet.

• Regularly probe the STUN server to update
the public address. This resolves the fre-
quent situation where the Internet service
provider (ISP) dynamically changes the
public IP address it gives to its customer.

• For each received REGISTER request,
detect the existence of a NAT/F that sepa-
rates the client from the server. Put this
information in the database.

• If a registered client is behind a NAT/F,
keep sending OPTIONS requests to it in
order to keep the listening port open in its
NAT/F.

• For each received INVITE request, detect
the existence of a NAT/F that separates the
client from the public Internet.

• If one or two endpoints that are willing to
communicate are behind NAT/Fs, apply the
NAT/F traversal procedure described next.

NAT/F TRAVERSAL
When the SIP registrar receives a REGISTER
request from behind a NAT/F, it puts the IP
address of the NAT/F and the port number
source of the packets in its database instead of
the contacts the client request provides.

When the SIP proxy server receives a SIP
INVITE request, it determines if the caller
and/or the callee are behind NAT/Fs. If at least
one of the them is not behind a NAT/F, the
server only changes the SIP headers (Via, Con-
tact, and Record-Route headers), and the SDP
body of the INVITE request and its OK
response. It replaces the private IP address of

the client with the public IP address of the
NAT/F and the port number by the port source
of the UDP packet. This is sufficient to ensure
that media packets transit through the NAT/F as
when the client behind the NAT/F sends packets
to the public client, the NAT/F allows packets
from the public client to reach the private one.
If the two clients are behind NAT/Fs, the server
uses the RTP relay to traverse the NAT.

USE OF THE RTP RELAY
The RTP relay is a public media server the SIP
proxy server solicits to ensure that media streams
successfully traverse a NAT/F. Its main function
is to forward RTP and Real-Time Transport
Control Protocol (RTCP) packets between two
clients. The principle of NAT/F traversal using
the RTP relay is the same as TURN, except
TURN is client-controlled and the RTP relay is
server-controlled, which means it is used trans-
parently for clients. The coordination between
the proxy server and the RTP relay is done using
Media Control Protocol (MCP), an appropriate
protocol we have designed.

MCP defines three messages: ALLOCATE,
CONNECT, and STOP. ALLOCATE asks the
RTP relay to allocate the resources (mainly a
port number) to a new media session; CON-
NECT asks the RTP relay to relay the RTP
streams between two clients; and STOP asks the
RTP relay to stop an ongoing session. Each mes-
sage is answered by either an OK or an error
message. ALLOCATE and CONNECT and their
OK responses have SDP bodies.

The call flow for NAT/F traversal using the
RTP relay is as follows: The caller sends a SIP
INVITE to the proxy server. The proxy server
sends an ALLOCATE request to the RTP relay
containing the SDP body of the INVITE. In the
OK response returned by the RTP relay, a new
SDP body is sent to the proxy server. The proxy
forwards the INVITE message to the second
client after replacing the SDP body by the new
one received from the RTP Relay. After receiv-
ing the INVITE, the called client answers with
an OK message (SIP message). The proxy server
sends a CONNECT message to the RTP relay
using the SDP contained in the OK message. At
the reception of the response from the RTP
server, the proxy forwards the SIP OK message
to the caller using the new SDP body. At this
stage the two clients are able to send their RTP
packets to the RTP relay, and the RTP relay is
ready to start forwarding packets between them.
At the end of the call, the proxy server sends a
STOP message to the RTP relay.

ADVANTAGES OF THE SOLUTION
The solution we have used resolves all NAT/F
issues in a centralized manner, sparing user
agents from any implementation changes. It is
compliant with available traversal techniques
and is only used for user agents that are not able
to resolve NAT/F issues by themselves. This
allows for seamless integration into currently
existing systems and available endpoints.

The RTP relay is only used as a last resort,
avoiding the negative impact of RTP relay on
media quality whenever possible. Technically,
the RTP relay does the same task TURN servers

The principle of

NAT/F traversal using

the RTP relay is the

same as TURN,

except TURN is

client-controlled and

the RTP relay is 

server-controlled,

which means it is

used transparently

for clients. The 

coordination

between the proxy

server and the RTP

relay is done 

using MCP.
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and Skype SNs do, except it is designed to be
used by SIP servers, while the others are
designed to be used by user agents. This reduces
the administrative burden as only servers are
managed as authorized users of the service. Fur-
thermore, the RTP relay is more intelligent than
other tunneling servers as it is able to under-
stand the SDP protocol. This intelligence makes
it ready to support advanced VoIP services such
as media transcoding, conversation recordings,
and call monitoring.

CONCLUSION
In this article we have discussed the problems
NAT/Fs cause to VoIP and exposed the solu-
tions that have been proposed or developed to
resolve these problems. We have also presented
our own practical solution we have developed in
order to allow currently available user agents to
operate behind NAT/Fs in spite of their limita-
tions.

Unfortunately, all current possible solutions
for symmetric VoIP NAT/F traversal require the
deployment of a public server that forwards
packets between two peers. This server may be
the target of denial-of-service attacks that are
very harmful due to the importance of telephone
service. From a long-term perspective, applica-
tion layer gateways and MIDCOM seem to be
the best solutions as they avoid exposing VoIP
servers to public threats.
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