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Abstract—German cancer registries offer a systematic ap-
proach for the collection, storage, and management of data on
patients with cancer and related diseases. Much hope in research
and healthcare in general is depending on such register-based
analyses in order to comprehensively consider the features of
a highly diverse population. Next to the data collection the
cancer registries are responsible for data protection. To fulfill
legal regulations, access to data has to be controlled in a strict
way leading to sometimes bureaucratic and slow processes. The
situation is especially complicated in Germany, since cancer
data is distributed over numerous federal cancer registries. If
a nationwide data evaluation is conducted a research team has
to negotiate a separate contract with each cancer registry.

In a joint work in progress effort of cancer registries,
technical, medical, and economical experts we propose a
different solution for cooperative data processing. Our approach
aims for combining data in a virtual pool based on the selection
criteria of individual requests from researchers. To achieve our
goal, we adapt the Fraunhofer Medical Data Space as enabling
technology. The architecture we propose will allow us to pool
data of multiple partners regulated by data access policies.
In doing so, each of the data sources can introduce its own
rules and specifications on how data is used. Additionally, we
add a digital consent management that will allow individual
patients to decide how their data is used. Finally, we show
the high potential of the cooperative analysis of distributed
cancer data supported by the proposed solution in our approach.

This work was supported as a Fraunhofer LIGHTHOUSE PROJECT

I. INTRODUCTION

A cancer registry is a systematic collection of data about
cancer and tumor diseases. Depending on country and cancer
type, different data is collected and stored including anam-
nesis, a formalized description of the treatment, images, and
progression. The data available at cancer registries is accessed
by research groups in an bureaucratic and often slow process
[39]: Researchers describe their planned work, required data,
and selection criteria, such as age or gender. The request is
then evaluated in an expert panel that might ask for more
details or clarification of the request. Once the request is ap-
proved, the data is extracted from the database, pseudonymized
or anonymized, and transmitted to the researchers.

With their high volume of quality data, cancer registries
offer a unique source to broaden our understanding of cancer.
While medical data is protected by law in most countries,
the situation in Germany is especially challenging. Due to
federalism, the data of German cancer patients is not stored in
a single national registry, but distributed over many different
registries depending on the residence state of a patient. By
law the individual cancer registries manage their data inde-
pendently. A research team must apply for data access at each
cancer registry and negotiate a separate contract with each of
them for a nationwide data evaluation [23].

In a joint work with the Cancer Registry of Rhineland-
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Palatinate (KR RLP), the Lower Saxony Clinical Cancer Reg-
istry (KKN), and the Clinical Cancer Registry of North Rhine-
Westphalia (KR NRW), we propose a new approach for a
cooperative usage of cancer registry data. With the Fraunhofer
Medical Data Space (MedDS), we introduce a technology
especially designed for the processing of distributed data. This
work is in development and ongoing. This paper presents
the current status of collected requirements, the framework
proposed to meet the requirements, some details on the im-
plementation, and finally a discussion of the high potential of
the cooperative analysis of distributed cancer data. The work
will be evaluated in the future.

In Section 2 we will present the requirement for a virtual
data pooling we have collected so far. In Section 3 we will
introduce the Industrial Data Space as a technology platform
to meet those requirements before Section 4 will look into the
architecture proposed. Section 5 will outline the benefits of
the analyses possible due to the new architecture.

II. REQUIREMENTS OF CANCER REGISTRIES FOR DATA
POOLING

Cancer registries strive to achieve two goals. Traditionally,
their systematic collection of data is used by researchers to
broaden the understanding of diseases and improve treatment
on the level of the whole population. More recently registries
also aim to support medical practitioners in the treatment of
individual patients and hence, enable personalized medicine.

In cancer research and personalized medicine, similar to
most data-driven research, the more relevant data is available
the better. From a cancer research perspective it would be
highly beneficial to combine all data from all cancer registries
into a single database. While all cancer registries work hard to
improve the quality of their data, they are also responsible for
data protection. In Germany this is defined by the European
General Data Protection Regulation (GDPR) and the individual
federal laws regulating the cancer registries. Goal of all data
protection regulation is to minimize the risk of fundamental
right infringements of the persons behind the data, the so
called data subject. Data centralization, i.e., storing all data
in a single place, is not able to meet those legal demands.

One way to solve the data protection issue would be to
anonymize the data, but this is accompanied by its own set of
problems. Once data is anonymized correctly, we are not able
to identify the person behind the data. If we discover a novel
treatment, we will have no possibility to contact corresponding
patients. Additionally, anonymization will lead to a reduced
utility of the data in research [8], thus contradicting the goals
of cancer registries. While the development of newer and better
methods for data anonymization is ongoing, we see better
ways to re-identify it at the same time [14]. Some researchers
even argue, that there is no meaningful way to anonymize data
except deleting it [33].

Given these disadvantages, we decided to aim at solutions
that allow us a cooperative way of cancer research while
fully accepting and tackling the challenges of personal data.
In a joint effort of technology experts and cancer registries

we defined multiple requirements how data management and
usage should work:

• Virtual data pooling: A prospective system needs a way
to allow for a quick combination of data from multiple
cancer registries. This pooling should work on demand
and only combine necessary data. The pooling is virtual,
meaning that data and control over data usage (see below)
stays with the cancer registry data originates from.

• Data sovereignty: This means that relevant parties have
a certain level of control after access to data is given and
could e.g. enforce deletion or restricted usage on a remote
system in the future. Technologies established today, such
as access control, offer no such way and instead are
purely based on trust between partners. For example,
no widely available technology exist, that enforce data
deletion after a defined time or prevents data from being
shared. We see data sovereignty in two dimensions:

– Controller: The cancer registry that has collected
and manages the data, i.e., the data controller in
legal terms, must be able to enforce control over
data usage. This will enable it to fulfill his legal
obligations.

– Subject: The data subject should have a way to
define how its data can be used by the data controller.
We want to establish a way to define consent in a
digital way and allow a data subject to define how
its data can be used in research.

• Interoperability: Pooling data from different sources
requires common data structures and semantics or at least
some way to transform the data at the interfaces between
the different connected data repositories.

• Uniform query language for data requests: When
researchers want to access data, they must make a request
to the cancer registries. For this purpose, a uniform
query language would speed up the process and minimize
errors. To achieve this, data must be described in a generic
information model that allows to separate between the
conceptional, the declarative, and the programmatic rep-
resentation of data.

• Semi-automatic evaluation of requests: Once requests
are formulated in a uniform language, they can be
processed automatically. While the final access decision
should be in the hand of a human supervisor, a semi-
automatic evaluation can ensure that the requests are
complete.

• Strong patient involvement: Although cancer registries
are increasingly working in a purely digital way, the
interaction with patients is still highly influenced by ana-
logue processes. Informed consent is handled by printed
consent forms that are signed by the patients and then
archived. When a patient withdraws her consent her data
is updated in the database accordingly. In most cases
this means that all personal data such as the name or
address is removed while the anonymized medical data
is kept. This step allows the cancer registries to still



use the data for analyses but inhibits the possibility to
contact a patient, if new methods of cancer treatment
would become available. Consent should be handled in a
digital form and on a more fine-granular level of detail.
Instead of just deciding for or against all-inclusive usage
of the data, the patient should have the possibility to
define the purposes data is used for. This high level of
patient involvement could even lead to the willingness to
donate additional data to the cancer registries.

• Enforcement of policies: Allowing patients to define
how their data should be used, will lead to a huge amount
of variety of policies. These policies should be machine-
readable and be enforced automatically.

• Certification of components: To enable an infrastructure
where requests are processed fully automated and the
cancer registry holds a level of data sovereignty even after
granting access to another party, it has to be guaranteed,
that the processing components work as expected in
order to strengthen the trust of the parties involved.
The required level of trust can only be achieved if an
independent third party audits the used software.

III. THE DATA SPACE APPROACHES

In 2015, twelve Fraunhofer Institutes and a group of indus-
trial companies started the initiative International Data Spaces
Association (IDSA) which has been strongly supported by the
BMBF with the common goal of designing a data sharing
platform for data-driven business models in Industrie 4.0,
called International Data Space (IDS) [30]. The IDS combines
several features of a modern data platform:

• Data sovereignty: The data owner determines the terms
and conditions for data usage of the data provided.

• Secure data exchange: Data is communicated between
sovereign parties in a secure way.

• Decentral architecture: No central authority oversees the
network. The IDS is the sum of all connected parties
that can join and leave the network on their behalf.
Cooperation between members is designed as needed.

• Data governance: Members of the IDS define the data
governance policies and therefore the rules of data pro-
cessing in the network. All members are free to define
the rules that are enforced between themselves.

• Trust: Members of the IDS need a way to guarantee a
level of trust between each other. Therefore, special entry
points, so-called Trusted Connectors (TC), are available
as a certified software component that incorporates au-
thentication and authorization.

Parallel to their research activities, the IDS consortium
started their work to put the IDS into practice. Therefore, they
founded the International Data Spaces Association (IDSA) that
publishes the Reference Architecture Model (RAM) [31] and
defines the requirements for later certification.

While the idea of Data Spaces started within the domain of
industrial production and Industrie 4.0, it soon became clear,
that the underlying features of the IDS are valuable for a broad
variety of applications. Today the work of IDS and IDSA

concentrates on delivering a domain-independent framework
for data usage, while domain-specific details are defined and
adjusted in the individual Data Spaces.

The Medical Data Space (MedDS) is one of the aforemen-
tioned domain-specific verticalizations of the IDS. It is still
in an development stage not yet as elaborated as in, e.g., the
industrial branch. However, it is our vision to let the Healthcare
community also benefit from industrial-driven solutions [12].
Compared to the original IDS idea, the MedDS faces some
additional domain-specific challenges. A key feature of the
IDS is data sovereignty; the owner of data can determine how
her data is processed. In the IDS, it was sufficient to assume,
that the owner of data is the organization the data was collected
by. In the medical domain – or at least when working with “hu-
man” data – this is not sufficient. According to the European
General Data Protection Regulation (GDPR) the data subject,
i.e., the person behind the data, has the right to be informed
and, depending on the purpose of data processing, be in control
of the usage of its data. Additionally, an identity management
and pseudonymization concept is needed to maximize data
protection. While the MedDS uses the existing IDS technology
it also needs to be extended for domain-specific needs. This
specifically includes the usage of a standardized data format,
such as FHIR for communication, and technological more
sophisticated requirements as described above.

In the following section, we describe the architecture built
on the Medical Data Space that allows to meet the require-
ments defined earlier.

IV. SOFTWARE ARCHITECTURE FOR VIRTUAL DATA
POOLING

To enable pooling between the different federal cancer
registries, we propose to use the Medical Dataspace as the
foundation for the architecture. The basic idea of the MedDS
extends the current principal of the German Telematikinfras-
truktur (TI) in certain key elements. The TI is the main
infrastructure of the German national e-Health agenda.1 It
provides access for patients to their Personal Health Records
(PHRs) and ways for physicians to share and exchange patient
data in a secure way. It is also the technological foundation
for many planned national e-Health projects, such as, research
databases and electronic prescriptions.

The TI offers ways to securely connect different practices,
clinics, and patients together in one central infrastructure. To
access the TI, a connector (a physical device) is required which
creates a Virtual Private Network (VPN) connection between,
for example, a clinic and the TI. Moreover, it is planned
to provide a secure transmission channel between different
parties of the TI, called KIM (formally known as KOM-LE),
to share documents [17].

In terms of secure transmission, the MedDS can fulfill
requirements equally to the TI. It provides a secure end-to-end
encrypted transmission channel and can also ensure integrity
by verifying signatures of transmitted data. On top of that,

1https://www.gematik.de/telematikinfrastruktur/ [In German]



the MedDS defines how data processing between parties is
organized and enables data sovereignty when sharing data.
Based on these technologies and concepts, a decentralized
platform can be established in which data can be shared. The
big difference regarding data sharing and giving access to
personal health data is the distinction between access control
and usage control. Access control is a well-known concept
to give or deny users access to data. Nearly every software
system employs this concept. The problem with access control
is, that once a user has accessed data there is no meaningful
way to control how it will be processed in the future. The
user potentially has copied the data to its system and might
still access it even when her access rights to the source data
have been withdrawn. In contrast, with usage control it is
regulated how and if data is used and not the initial access
to it. In consequence, we can effectively block a user from
using data she used to have access to in the past. Therefore,
the data source still has full control over its data. To enforce
such control mechanisms it is important that prospective
applications are compliant to the MedDS/IDS interfaces. This
level of control comes with the cost of a highly increased level
of complexity in the architecture and makes it hard to integrate
legacy applications not designed for the MedDS.

A. MedDS Setup

An exemplary scenario would be the data pooling of our
three participating cancer registries. To connect the three
cancer registries via the IDS protocol, all of them need their
own Trusted Connector (TC) as defined by the Reference
Architecture Model (RAM) V3 section 4.1 [31]. There is
already an open-source implementation of a TC developed
by Fraunhofer AISEC [35]. Data exchange is organized by
defining routes between incoming and outgoing data of the
connectors. For our use case, there would be a custom route
between each of the cancer registries TCs. Figure 1 gives an
overview of the basic architecture.

Fig. 1. Architecture of the MedDS pooling network setup of three cancer
registries

A TC itself only consists of the routing and the transfer
protocol, which is secured by remote attestation. To work
with the on-site data, there needs to be a custom interface
that enables access to the local database. In our setup, this
role is fulfilled by the Data-Pooling-App. This application is
executed inside of the TC and accesses a local patient database.
Furthermore, this application can provide a user interface,

so that the data can be analyzed and the pooling can be
overseen. The Data-Pooling-App is also responsible for the
data processing required for the pooling. This data processing
can be the pooling itself – when receiving data from one of the
other registries – or the preparation of the data before sending
it to other cancer registries.

The Fast Healthcare Interoperability Resources (FHIR) for-
mat offers a way to store and share medical data with a high
level of interoperability. In MedDS we use it as a uniform
data representation. FHIR is mandatory for data exchange and
strongly advised for data storage. If the local patient data is
not in the FHIR format, an additional mapping layer must
be used between the Data-Pooling-App and the database and
vice-versa, which converts the data.

An important fact regarding data privacy is that the TC
can enforce different policies on the data. This enforcement
can work in two ways: One way is the Pre-Transmission
Enforcement which intercepts the transmission of data to
another party. It checks if the data complies to the privacy
rules created by the transmitting party. Such policies can be
individual consent-documents that do not allow sharing of
specific data or only allows anonymized sharing. Furthermore,
regulations demanded by the law can be implemented with
pre-transmission enforcement policies, which may especially
be the case for cancer registries in different federal states that
can have differences in their dedicated law for cancer reg-
istries. On this level, it is also possible to integrate an identity
management as defined by the German initiative "Technology,
Methods, and Infrastructure for Networked Medical Research"
(TMF) for medical research projects.

The second way of policy enforcement is the Foreign-Site
Enforcement. This enables, for example, the enforcement of
policies on data from registry A when it is processed inside the
Trusted Connector of registry B and vice versa. Such policies
could for example enforce a limited usage duration of the
data or allow only a specific analysis and force to delete the
data afterwards (There needs to be careful consideration which
data is allowed to be stored permanently and which not. Such
requirements can be enforced with Foreign-Site Enforcement).
With this combination, different regulation or consent-policies
can be applied to data at the own site or at a different party
so that compliant usage of data can be ensured.

B. Architecture for Patient Involvement

An important aspect of most eHealth projects is to actively
involve patients. Giving control and opportunities to interact
with her data, can help a patient to gain, e. g., acceptance
and user satisfaction. Hence, data sharing according to the
patients’ preferences can be enabled or forbidden depending
on the preferences of the patient. With the MedDS it is easily
possible to connect external applications that enable patient
involvement. For our architecture, a patient can interact with
her data through a dedicated interface, which would typically
be a smartphone application. This application has a direct
connection to the patient database and to the data-processing
mechanism inside the TC at the cancer registry. Figure 2 shows



the integration in the TC architecture. It is yet not clear if a
user interface needs some kind of mobile TC as endpoint or
if a secure connection with a specific framework to the TC
is sufficient. Such a decision needs to be considered in future
work.

Fig. 2. Integration of a patient involvement application in the MedDS pooling
network

The direct connection of the patient application to the
database is used to show the patient what data is stored
and also gives the possibility to enter further data by the
patient herself. Potentially, this could be realized by specific
medical questionnaires of the cancer registry, that a patient
can complete with her data, or by connecting to a patients’
Personal Health Record (PHR), like Germany’s ePA. With
the connection to the data processing mechanism of the
TC, the patient can directly control the usage of her data.
This can be realized by giving the patient the possibility to
create consent documents in the app. With such a consent
management, a patient can decide which data is allowed to
be shared and under which conditions. In addition, she can
control with whom this data is shared [2]. Such an automatic
consent management system is also an advantage for the
cancer registries as no manual consent evaluation is needed.
While there is no legal requirement yet for how granular a
consent management should be, this is a typical case where
the technological possibilities outpaced the law.

Such a consent management can provide policies for the en-
forcement mechanism. Potentially, user-created consent forms
can enforce both: (1) Pre-Transmission Enforcement when a
resource is not allowed to be shared, and (2) Foreign-Site
Enforcement when a patient gives specific rules concerning
what she allows to do with her data. So far this only represents
a technological solution without corresponding regulations to
define what a patient should be able to regulate and what level
of control a cancer registry has to offer to its subjects. The
Medical Data Space infrastructure will enable the analysis of
data distributed in multiple cancer registries. In the following
section we will outline the huge benefits of such analyses.

V. POTENTIAL OF ANALYSIS OF DISTRIBUTED DATA IN
CANCER REGISTRIES

For optimized healthcare, modern-day approaches target
analyzing large amounts of data from central repositories.
Those are claimed to be ideal sources of (not only) practice-
based evidence or at least its starting point to be complemented
by information on cohorts of patients and their electronic

health records [29, cf Fig. 2]. Hence, initiatives have been
emerging notably in disciplines that highly depend on large
amounts of data such as oncology: e.g., a federated search
over several university medical centers’ data stocks by German
Cancer Consortium (DKTK) [26]. Anyways, there are many
potential oncological information hubs, e.g., alone for breast
cancer in German-language Europe 280 centers exist [1],
thus resulting in an almost unmanageable but still worthwhile
number of data sources – and the need for more centralized
way of data usage. In the information flow of a desirable
"learning healthcare system" [37, cf. Fig. 3], regional or even
national disease registries are the solution to that challenge:
According to Shortliffe and Blois, they do not only represent
receivers (again of data from EHRs etc.) but also fulfil that role
as a sender for feedback to health providers [37]. This ideally
results in the best-possible support, both, for the creation of
standards (e.g., guidelines, standard operating procedures, and
pathways) regarding immediate care decisions and as bases
for biomedical or clinical research [37], [29], [cf. Fig. 3].

Fig. 3. Information data flow of a generic "Learning Healthcare System"
including potentials for case of KR RLP which is at a central position,
there: mandated cancer care providers submit corresponding data via its online
entry portal (or existing interfaces). KR RLP does in turn not only provide
feedback on treatments but also synchronizes patient data with official sources,
analyzes them, and advances use of its analyses in quality conferences and
health monitoring or studies. On the one hand, the results serve as bases for
medical standards – particularly cancer-specific treatment guidelines – to brief
providers and possibly update their resources including information system
infrastructure. On the other hand, KR RLP analyses contribute to research and
hence, again, to standards or to comprehensive output providers can directly
access.

A. Cancer Registry Data

Cancer registries on a federal state-level have been estab-
lished or expanded in Germany empowered by laws like acts
on federal (e.g., KFRG, mainly as per § 65c SGB V) or state
basis. Recently, the federal cabinet approved a draft law on



the consolidation of cancer registry data. The central aim of
the bill is to merge the data from the cancer registries of the
states and thus further improve oncology care. In consequence,
this may speed up the ongoing process of extending cancer
registries from an epidemiological focus to a clinical: For
clinical reasons, the whole case history from diagnosis on, via
individual therapy steps to aftercare, recurrences and survival/
death shall be collected [24]. In the federal state of Rhineland-
Palatinate for instance, hospitals, pathologists, medical or
dental practitioners and certified cancer centers are mandated
and rewarded to submit corresponding data (this does not
include digital radiological images, however) to a web-based
notification entry portal [10] of its state cancer registry KR
RLP. Abiding to State Cancer Registry Law (LKRG) [16]
that refers to the so-called nationwide unique oncological
basis dataset of ADT/GEKID [18] as rolled-out for use in
and collaboration between all federal state registries, these
include: identifiers from patient master data, epidemiological
data, updates on patient’s disease status or death etc.

Some 331,000 such notifications reached KR RLP in 2019,
thereof appr. 87,000 initial diagnoses (compared to 31,000 in
2016) [10], for KR NRW: 107,000 [38]. The KR Ni officially
started its operation at 1 July 2016 and in the first year received
442,000 submissions [27]. For a notification according to
LKRG, submission of the aforementioned data also follows
formatting specifications of the ADT/GEKID basis dataset
[3]. That is based on an XML-scheme and covers many
potential details: e.g., notifier, patient and her/ his diagnoses,
histological findings or hemato-oncological classifications.

B. Tumor Boards

Especially in the field of oncology, aforementioned tumor
boards are a common approach that can largely benefit from
learning healthcare systems. Tumor boards provide a multidis-
ciplinary approach to the care of cancer patients in regularly
scheduled meetings of specialists such as medical and radia-
tion oncologists, surgeons, pathologists, and specialist cancer
nurses. They aim to review individual cancer patients and
discuss possible diagnosis options as well as management
plans using evidence-based approaches. A large body of
literature gives evidence to the improved diagnostic accuracy,
adherence to clinical practice guidelines, and some clinical
outcomes[15]; [25]. All over Germany, medical centers have
established tumor boards in their clinical environment [1] –
not least due to German Cancer Society’s initiatives promoting
certification of centers for organ cancer or oncology.

The recent increasing practicality of genomic sequencing
technology has led to establishing tumor boards with a spe-
cial focus on *omics data, such as genomics, proteomics
or metabolomics. The sequencing of whole tumor exomes,
genomes and transcriptomes of patients allows specialists
to make molecular-guided decisions. These molecular tumor
boards (MTB) aim at identifying and targeting driver genomic
alterations that provide proliferative and survival advantages
to tumor cells with targeted cancer therapies. For exam-
ple, there are many successful approaches of incorporating

Next-Generation Sequencing (NGS) technologies into clinical
practice. Successfully targeted therapy includes for example
members of the tyrosine kinase receptor family, epidermal
growth factor receptor (EGFR), human epidermal growth
factor receptor 2 (HER2) and also non-receptor messenger
molecules such as KRAS [36].

As technological developments in genomic sequencing are
advancing, there is a rising need for tools that support
integrated processes in molecular tumor boards and allow
for storing, accessing, analyzing and interpreting complex
multi-dimensional data effectively. Moreover, the successful
implementation of MTBs depends upon large amounts of
data to ensure robust clinical diagnostic and thus ultimately
facilitating personalized treatment strategies. Extraction of
clinically significant data from the vast amount of generated
NGS data and data storage are the challenges that researchers
are trying to resolve. The challenge becomes even greater,
when different actors such as Comprehensive Cancer Center
(CCC) and more rural Cancer Center (CC) need to find ways
to share their data treasures and latest findings to establish a
common data pool for both, patient care and health services
research.

In order to integrate such approach in clinical decision
support systems, a standardized application programming in-
terface (API) like HL7 FHIR (Fast Healthcare Interoperability
Resources) should be used by integrated information systems
to give access to relevant data. To address this issue, e.g., the
MIRACUM consortium (Medical Informatics in Research and
Care in University Medicine) has established a solution which
focuses on the provision of IT and bioinformatics support for
translation and visualization of data analyzed in MTBs. As part
of this use case, they work on a generic, open-source frame-
work that supports the analysis, interpretation and visualization
of both clinical and *omics data [20]. Moreover, the HiGHmed
consortium of the German Medical Informatics Initiative is
developing a common cross-institutional reference architecture
based on relevant standards such as IHE, openEHR and FHIR.
They aim to set up a three different medical data integration
centers and collect the data using openEHR archetypes.

Therefore, we propose the Medical Data Space as a solid
foundation to enable case-driven data pooling between the
different federal cancer registries. Based on the individual
information of patients from their electronic health records, the
particular outcome in groups of individuals who are closely
alike in many ways – but maybe differ by a certain charac-
teristic – can be used to identify possible treatment options.
Pooling data from different federal cancer registries with
integrated access permissions based on federal or state level
can therefore hugely facilitate the adaption of data analysis for
e.g., health care research, quality reporting, and health care
transparency. Especially for approaches in which the outcome
of interest, e.g., early mortality, is relatively rare, pooling data
across different centers to include genomic, imaging, clinical,
and treatment outcome information can add validity to the
analysis and strength to its findings.



C. Cancer Research IT Infrastructure

Much hope in cancer-related research and healthcare in
general has been set on studies via registries in order to be
capable to properly consider variables of a highly diverse
population, including the elderly [5]. Therefore, large amounts
of data are needed as the capabilities of contemporary ap-
proaches from AI scale with and by them [21]. The examples
of various recent and highly rigorous prediction approaches
suggest using a high number of patient cases (tens or hundreds
of thousands) for satisfactory results when using regression,
neural networks, classification and clustering [32]; [9]. Alike,
Bajaj and Haque combine 18 Surveillance, Epidemiology, and
End Results (SEER) cancer registries of the National Cancer
Institute and their data from decades for individually predicting
a domain-customary matter, like e.g., survival months with
breast cancer in the U.S. (by means of predictive modeling
with classification techniques like neural networks, linear
regression, support vector machines etc.) [4]. Consequently,
not only standards but also adequate data infrastructures for
registries and their pooling can be advocated.

Contemporary cancer research IT infrastructure has been
existing, e.g., Flatiron Health’s OncoCloud TM as in use
with the U.S.’ National Program of Cancer Registries (NPCR)
and SEER. However, their focus is not as much on data
sovereignty, decentralization, or trust to the best of our knowl-
edge (but rather on big data sourcing and a more commercial
setting). Regarding the ambitious national Korean Cancer Big
data Platform (K-CBP), we know that information security
and privacy is yielded [11], sovereignty and decentralization
cannot be assessed since further information was not available
in English nor other Western languages yet. Aforementioned
DKTK, distributed across eight locations (each with a uni-
versity medical center and further associated institutions), had
established a Clinical Communication Platform (CCP) with
local "bridgeheads" (based on a similarly federated model
and ADT/GEKID basis dataset for decentralized search) and
been made available also to Comprehensive Cancer Centers
(CCC). CCP infrastructure has incorporated ISO/IEC 11179
on metadata registries, sophisticated central and decentralized
search options over broader data stocks regarding patient
variables, but restricted access from and to partnering sites
[26]. Kaplan et al. point out for corresponding initiatives
that "merging data can be challenging, particularly when the
observations are stored in different proprietary systems" [22].

Whereas the scenario at hand includes the weaknesses
of registries in terms of distance to clinical practice and a
restricted set of patient variables on the one hand. On the
other hand, it provides in comparison a potentially more
active patient involvement, a possible access to a larger and
consolidated number of patient cases, and its data protection
does not depend on a local release handling of data for studies
– again to the best of our knowledge considering availability
and understanding of CCP documentation.

VI. DISCUSSION & OUTLOOK ON FUTURE CHALLENGES

The availability of privacy-by-design data spaces with con-
sent management as described above can be of added value
once registries become even more data-driven, e.g., as im-
ages from radiology, *omics or other departments and their
modalities would be part of the notifications: those could be
used for application of advanced technologies like machine
learning in diagnostic imaging. Subsequently, the capability to
securely store and share tremendous amounts of data would be
helpful. (The German Cancer Research Center DKFZ already
reported annual 2 TB of data per one of their oncological
patients back in 2015). Compared to K-CBP, more potential
data sources beyond registries could definitely be considered
and useful for cancer research in Germany, e.g., survey data
about patient’s background like substance consumption habits,
allergies or family cancer history [11].

Furthermore, Klinkhammer-Schalke et al. argue that long-
term and real-life data from registries could not only serve for
improving guidelines (such as the German S3 one on colorec-
tal cancer), as shown in Figure 3, but also outweigh results
from randomized clinical trials with their rather controlled
setups [24]. This hypothesis would need to be proven, here, in
order to move on with related therapy assessments: be it for
drugs, surgeries, technology or else. This step will be particu-
larly important and interesting since health records’ base data
tend to be inaccurate [22], diagnoses only partly correct nor
complete [19]: among medical data scientists’ word has it up
to 50–60%. For longitudinal studies, modifications of ICD or
reference values for vital signs can become challenging, too.

Eventually, stakeholder integration remains a large issue. If
patients and their relatives as well as clinical, political or drug-
approving executives can easily find results, one overall target
of Germany’s national cancer plan will be achieved[24].

The TMF e.V. as the the umbrella organization for net-
worked medical research in Germany had executed the project
KoRegIT to investigate country-wide requirements for reg-
istries [39]. It has not yet been proven completely as to
how far the MedDS meets their demands, here. Also, our
consent management mechanism has not been checked upon
compliance with IHE’s XDS complementing content profile
Advanced Patient Privacy Consents (APPC). However, our
approach is close to the concepts of APPC in terms of
consent management. Both make use of the eXtended Access
Control Markup Language (XACML) to describe their consent
documents. Our mechanism offers an enforcement workflow
for this so that a form of compatibility should be given.
With this mechanism and the enforcement possibilities of
the MedDS architecture there are many options to integrate
consent management. In addition, the realization of patient
involvement needs to be considered.
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